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https://www.linkedin.com/in/ciro-pizzo-security/
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DDoS + Malwate Development

as a Service $ to.be contracted Facebook-Account
~$7/hour e 2 Ransomware (commercial malware) $1 foran account

e >$250 per host =Y with-15 friends
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Cisco Cybersecurity Stack

\atform Baseq

.<\oili ; NN ontinuous

Complete
Solution




Next-Gen-IPS
/eb & Cloud Security

Next-Gen-FW

Identity Services

Continuous
Solution
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Endpoint to Cloud Coverage
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From my experience,
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out don’t nail me on this one ©




Easiest security solution

you'll ever deploy

1 Signup

2 ' Point your DNS

e (X .Q - /9
= o // 1) \“ ‘loo
Done in 10 _ﬂ/ - oo
3 c_)net |nI ; o\ fas
minutes! : 0oo
RAOMDM ; oo0}5g
mo\mm - TUHUTQ I:I|‘|I:I

Umbrella

Start blocking in minutes

R




Visualizing attacker infrastructure

Cisco blocking before attack goes live and 26 days before other security vendors

~ |AS197569 LOCKY domain

TG 600+ CERBER samples

DGA 1000+ -t
CERBER 185.101.218.206

asco CIsco Umbrella
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Offering extensive contextual visibility

The more you see, the better you can protect

R4
reats

-_w_- Typical NGFW
<

£ Cisco Firepower NGFW




FMC — Firepower Management Center

Unified Central Manager for NGFW, NGIPS, AMP. for Endpoint correlated alerts, ISE
correlation & mitigation, deepest level of Threat Analytics and SIEM Integration

Administrator

Action ey

Correlates all intrusion events Impact Flag
to an impact of the attack against the target

Act immediatelv: Event corresponds
Intrusion Events 1 Y to vulnerability

vulnerable
A mapped to host
Last 1 hour Total -
* Relevant port open
YR PAPRTTF R TUIN YT UPPVORUPRTET WA I 0 ¥ PR L1 2 Investigate; or protocol in use,
potentially vulnerable but no vulnerability
0 mapped
@ , 61 Good to know; Relevant port not
2 F 3 currently not open or protocol
o bbb npang, 444 vulnerable not in use
3
4 4 Good to know; Monitored network,
unknown target but unknown host
O CIEEE B80T Unmonitored network
unknown network

Speed Impact Assessment.andsResponsé



Attack Impact Level

2016-06-28 09:54:13 igll 10.200.1.17 igll 10.200.1.32

E

2016-06-28 09:53:11 igl 192.168.1.7 74.125.228.53

g

2016-06-28 09:52:43 72.21.91.109 =5 ysa ﬂ 192.168.3.7

E

2016-06-28 09:52:13 iH 10.200.1.17 =i 10.200.1.196

E

2016-06-28 09:52:06 ﬂ 10.200.1.17 10.200.1.124

E

2016-06-28 09:51:22

i5H 10.200.1.17 i5H 10.200.1.41

E

2016-06-28 09:51:16 igll 10.200.1.17 igll 10.200.1.162

E

[ pns Very Low

2016-06-28 09:48:51 il 10.0.202.63 =i 10.0.68.120

E

[ ssLclient [~ Gmail Medium

2016-06-28 09:48:51 igl 10.0.30.124 igll 10.0.30.91

E

[~ chrome Web Browsing Medium

2016-06-28 09:48:44 255.255.255.255 ﬂ 10.112.10.86

[ pns Very Low

2016-06-28 09:48:40 ﬂ 192.168.1.7 74.125.26.106

E

] pbns Very Low 2016-06-28 09:47:24 58 10.0.247.133 =i 10.0.121.57

g

] pns Very Low 2016-06-28 09:47:24

E

50 10.131.12.106 [0 10.0.68.66

2016-06-28 09:47:24 &8 10.0.247.133 il 172.16.0.166

E

[ pns Very Low

2016-06-28 09:47:24 il 10.0.228.118 gl 10.0.57.4

E

[ Firefox Web Browsing Medium

2016-06-28 09:46:34 8 10.0.57.137 =i 10.110.10.31

E

[ Firefox Web Browsing Medium

2016-06-28 09:46:34 igll 172.16.0.15 =il 10.0.95.22

E

[] Firefox Web Browsing Medium
2016-06-28 09:45:09

3
3
3
3
1
3
3
3
3
3
3
3
3
3
3
3
3
3

il 10.200.1.244 209.87.214.208

g

[Tl ssLclient [~ Google Medium

CECECECEECECECECCECECECECEEEE

I:l Firefox Web Browsing Triggered Medium Medium Zone B

[] Firefox Web Browsing Medium Medium Zone B

El Firefox Web Browsing Triggered Medium Medium Zone B

I:I Firefox Web Browsing Medium Medium Zone B
[] Firefox Web Browsing Medium Medium Zone B

D Firefox Web Browsing Medium Medium Zone B




(ol Analysis Policies Devices Objects

Dashboards » Reporting Summary v

Traffic by Application Risk

Risk v Total Bytes (KB)

Very Low
Medium

High

Low 102, 73088

Very High 2,141.11
Last updated 32 minutes ago
¥ Total Bytes (KB)

Business Relevance
Medium f
High
Very High 227,632.65
Low 1‘.C‘|,053.20'

Very Low 7,981.56

Last updated 32 minutes ago

Traffic by Application Category

v Total Bytes (KB)

Category
network protoco
web browser
network utilities
web services provider
security management
23,582.47,
17,929.67
16,147.03
10,515.36
9,003.41,

VPN/tunnel
search engine
email
collaboration
business

Top Operating Systems Seen

0S Name ¥ Count

Windows

Android

Chromium

Mac OSX 64
s i0s 62
-1 § AIX 58
-1 § AIX 5L 58

FreeBSD 7

Blackberry 4

Last updated 32 minutes ago 4

Connections by URL Reputation

Reputation ¥ Total Connections
Well known
Benign sites
Benign sites with security risks

+1 § Suspicious sites

-1.§ High risk

Last updated 32 minutes ago

Risky Applications with Low Business Relevance

Application v Total Connections

+1 4[] Bingbot 78
-1 87 Facebook 73
[T Livestream 67

] Ident 39

[ YouTube 24

FMC — Visibility & Risk top apps, user, threats & customize

System Help v Global \ demo_user_56 v

Top Client Applications Seen

v Total Bytes (KB)

Application
[ Internet Explore v
[T Firefox
D Chrome
[ smre
(] Thunderbird
[] Mobile Safari
7] NetBIOS-ns
D Kerberos
[ NetBIOS-dgm
[ Libwww-Perl
(7] safari
w1l map
-1 § [ BiTs
[ FireAMP sSL
["] ps3 web browser

6,996.66
6,763.24
4,996.91
2,924.40
2,755.88
2,169.05
1,759.1 ﬁ!
864.43
790.28
786.93
770.62
625.58

Last updated 33 minutes ago

Top Web Applications Seen

¥ Total Bytes (KB)
21,984.83
17,691.71
13,541.74

9,951.87

2,693.71

1,792.27

1,591.79

1,417.10

Application

[~ 1Psec

[ Google

[ ente

[T] Wikipedia Edit

[7] cisco

[ cloudFront
+1 % ["] people.com
-1 3["] CNN.com




FMC — auto generated |oCs for both: User and machine

LTI Analysis  Policies Devices Objects System Help v Global \ demo_user_56 v

Dashboards » Reporting Summary v

Network x Threats Intrusion Events x  Status »  Geolocation ¥ QoS » + Showthelast [ 1day ¢] Nl

IP Address v Count Last 1 day Security Intelligence Category v Total Connections

oo AN - DNS_Intelligence-Attackers 4,653
il 10.110.10.145 : Network Intelligence-Spam 3,295
‘ Mﬁ v Network Intelligence-Attackers 3,039
‘ _ v DNS _Intelligence-Open relay 2,265

@l 172.16.10 : Network_Intelligence-Tor_exit_node 2,202
‘1[)‘{}.1‘2 - | : 8 ¢ e i [ e 4 Network_Intelligence-CnC 1,646

u 10.0.1.5 Network Intelligence-Suspicious 1,068

D0 g, TV 155,442

ﬂ 10.0.1.35 Network Intelligence-Malware 1,036

100138 O B i (M A 129,408 DNS Intelligence-Suspicious 1,017

gl 10.0.1.77 » Network_Intelligence-Bogen 948

Last updated 24 minutes ago ° LISt updated-24 minutes ago

Traffic by Security Intelligence Category Indications of Compromise by User

Security Intelligence Category ¥ Total Bytes (KB)

Network_Intelligence-CnC HOLZ (
Network Intelligence-Tor_exit node 113,250.09 % DANNETTE WHITTAKER (DCL
Networl Intelligence-Malware 59 r—% DALIA LEMUS (Mmmg
Network _Intelligence-Suspicious I 3—3 CHARISSE YANCY (DCL '1' 5
Network Intelligence-Attackers $3,422.87 % CATARINA HELLMAN (DC
Network Intelligence-Spam 3 3% CAROLINE DEHAVEN ( DI
Network Intelligence-Bogon .42 34 CAMMY BARNARD (DCL_.
URL_Intelligence-Attackers .62 f—% BEATA WOLFF (DCLOUU_:'
+1 4 DNS_Intelligence-CnC .' E'_g ASA COBBS (DCLOUD-
-1 § URL Intelligence-Phishing ; H Tﬁ AMIE POULOS (DCLOUD-

Last updated 24 minutes ago Last updated 34 minutes ago




FMC — tracking malware with File Trajectory

Network File Trajectory for 21eb9c87...0398e24f

File SHA256 21eb9c87...0398e24f First Seen 2016-06-28 05:16:23 on ﬂ 172.16.0.199
File Names Alcan.exe , Bropia.exe , Chir.exe , Cleaman.exe (+6 more) Last Seen 2016-06-28 09:15:44 on ﬂ 10.0.112.22
File Size (KB) 1178.5361 Event Count 19
File Type MSEXE Seen On 10 hosts
File Category Executables Seen On Breakdown 6 senders — 9 receivers
Current Disposition £ Malware &
Threat Score None Time 2016-06-28 05:16:23
Detection Name W32.FakeAlert:Agent.19c3.hw Event Type File Sent
IP Address [ 10.0.112.22
Trajectory Sent To (gl 10.0.192.97
File Name Chir.exe
Disposition {3} Malware
Action Malware Cloud Lookup
Application Protocol [ | HTTP
10.0.192.97 @ Client || Firefox

172.16.0.199

10.0.69.9 Nl

10.0.112.22 O O
10.120.10.148
&

- -

@
- @
& &
&

A o
10.0.168.89 {'}
240.32.142.168 ‘Q 'G}
10.0.108.74 {} G
10.0.231.20

10.0.30.3

Events @ Transfer @ Block @ Create @ Move @ Execute @ Scan @ Retrospective Quarantine

Dispositions O Unknown QMaIware @ Clean O Custom ":r Unavailable
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Cisco Meraki: Bringing the cloud to enterprise networks

 Btamingon cotop e« N

4= = C [ hitps://nB.meraki.com/o/W)CQ2c/manage /organization/map fad 8

oM Stanfged ., - =
Ompute n g 1 - Q ) kiren@maerakl.com | my profls | sign out
6" eraki Hotwor: | All-network overview (5] —
?C,Gd.sz;be_-:gd:w . show pomin | search
Organization Rﬂl‘l‘llﬂgtﬁl‘l cn]l.ga networks Usage over the last week: 2.06 TB (1.57 TB received, 497.38 GB sent) | This nefwork: 716.83 GB (| 686.06 GB,
130.77 GB) P —
Overview
Networks.
Configure —
& License info B | # pzP—BETomen
L W, Wty * | sa708(;ms08,110208)
Capabiitis: 802 110, 2.4 wnd § e 7y o A piea e I
Manufacturer: Appie L
Oparating system: Apgle (Pad
History: Ewent log
Status: Cumently connected B
Signal strength 26 i
Access pont: gagad
S5ID: Stanford ]
Channed: 11 - 2.462 GHz (110, 2MHER
Packats: 147 sent, 558 recorved i fo v o Copstinas
Data: 45.4 KB sort, 47.4 KB rcei 3 ] Sl x i | i [ BO21%n, 24 and S GHE
ved [ *3 4 . | ; BE 111, 24 400 8 Griz
Live ools:  » Ping client 3 . 4 g 8210, 24 ang 8Osl
¥ I BE2117, 24 ana 8 GHz

ANA L

Jad

Usage: 3003 M8 (379.1 M8 celved, 112 ) " : : L M e o

O2boun  1#9a -3 “ SR E : B B0 24 a8 oe
cy 120 4 S i 3 nlh Ny : 14, 24000 8 Gotz
month b , g e Jersey : Ll i

: 2110, 24 ang § Goig

2110, 2.4 ng 8 Goig

2140, 24 ang 8 0oty

80110, 24 ang § Gy

62110, 24 ang s gaiy.

52110, 24 ang g gy

2140, 2.4 g g
2110, 24 ang s Gagg
811,
Last bgn: 4 days 800 from your current IP address. ———

Meraki MR Meraki MS Meraki MX Meraki SM
Wireless LAN Ethernet Switches Security Appliances Mobile Device
Management



Why customers choose the Cisco Meraki MX

Intuitive centralized management

* No training, no command line

» Templates to configure at-scale

» Packet capture, built-in tools and
diagnostics

Configuration: This appliance is exporting 76 subnets over the VPN:
207.213.194.0/24. 208.195.164.0/24. 208.246.45.0/24. 208.212.168.0/24,

S — | Designed for distributed enterprises
Sl £ . Single pane of glass visibility
R e e e | & Zero-touch provisioning

— B o Seamless updates from the cloud
Iy Site-to-site IPSee VPN:in 3-clicks

_ Industry-leading visibility

467568 (| 206568, 2610C8) (] o ~Fingerprinis usersyapplicationsyand deviees
* Network-wide monitoring and alerts

¢ Full stack: APs, switchessSetusitys MDM




Advanced Malware Protection
with

_ Cisco AMP. Eve rywhe
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Endpoint
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+ + + + + + +

+ + + +

Title

Ransomware Backup Deletion Detected
Wanacryptor Ransomware Detected

Artifact Flagged as Known Trojan by Antivirus
Large Amount of High Entropy Artifacts Written
Shadow Copy Deletion Detected

Artifact Flagged Malicious by Antivirus Service

Process Modified Desktop Wallpaper

WMIC Used to Delete Shadow Copy
BCDEdit Used to Ignore Boot Failures
Process Created a File in a Recycle Bin Folder

Process Created an Executable in a Recycle Bin Folder

Categories

malware
malware
malware
malware
weakening
forensics

attribute

weakening
weakening
persistence

persistence

Tags Hits
ransomware, malware, compound 3
ransomware 1

trojan, RAT 2
malware 1

crypto, file, system 2
file, antivirus 4
process, scareware, registry, 2
ransom

system, system modification 1

system, system modification 1

recycler, file, process 59
recycler, executable, file, process 1

Score ~

100*

100*

100

o
4]

©o
)]




+
+
+
+
+
+
+
+
+
+
+

+

+

Path

& wannacry.exe

+i» 1636-wmiprvse.exe

% 1308-@WanaDecryptor@.exe
s 1980-@WanaDecryptor@.exe
ita 1564 -taskse.exe

+4» 1580-wannacry.exe

42 536-WmiPrvSE.exe

42 1400-conhost.exe

5, 1960-taskhsvc.exe

5 1524-vssve.exe

£ \@Please_Read_Me@ txt

£\@WanaDecryptor@.exe

£ \Users\Administrator\AppData\Loca\@Ple
ase_Read_Me@.txt

Source

submitted

memory

memory

memory

memory

memory

memory

memory

memory

memory

disk

disk

disk

Size

3514368

357888

245760

245760

20480

3514368

439296

338432

3098624

1600512

933

245760

933

Process Tree for Sample 72e42c51b430a9773587d712679f493f

G- mmO
10 :MMO
n WMO

18- omww'.mo

19 MMO
w-mmo
. mwe.mo

.!ﬁ-undmo

lﬁ-ml.mo

2- mw.mo

a wlwmo
L] mmo
12 mmo
L] WMO
-] mmo
30 mmo

“ mmo

ag- MMO
3 'm.ﬂﬂo

M-DIIIMO

Legend

:

Process with additional activity
Sample process

File activity

Registry activity
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Emalil is 11l the #1 threat vec r




Deploy the configuration that works best for you

Cloud Hybrid On Premises




Inbound Security & Outbound

Sender Connection CASE Anti-Virus File File Analysis &
Reputation (AS,GM,OF) (Sophos, McAfee) Reputation Retrospection
@ -’ =4
Vi

L. A0 26 £

80-90% Throttling, Multi-Verdict Block 100% of SHA based file Over 800
Block Rate kadeh SIPE, scannin known viruses blockin B eioe]
DKIM, DMARC g g Indicators

Connectio_ Spam Filter Anti-Malware Defense

Spoof Detection URL Analysis Advanced Malware Protection (AMP)

Safe
Unsubscribe

Envelope
Encryption

Data Loss
Prevention

CASE
(AS,GM,OF)

Anti-Virus
(Sophos, McAfee)

ol

Throttle Senders
and Destinations

ek U

Perform unsub
for users

Push Based
Encryption

Over 140 pre-
built filters

Outbound Spam
Filters

Outbound Threat Filters Outbound Data Protection

Control

Graymail Content Outbreak
Detection Filtering Filtering
A © ‘9s

Control . 9-12 hr lead
) Business and .
marketing, Security Rules time on
social and bulk y Outbreaks

Marketing Filter Rules 0-day Malware

Anti-Phishing and URL Analysis

Mailbox Auto
Remediation

AMP
Retrospection

Web
Interaction

Alerts on File LERIRe]
Track User clicks Disposition Forward from
P 0365

Post-Delivery Analysis & Interaction

Easy to deploy with O365.and CES«activation‘team



Flrejumper Academy - for the Partner SE

SR
i

f"“ﬂi’:—'— - f'«-.;u'rf ——
Systems % *’5"‘ *‘ “""‘““f Aﬂﬁ*“ :

. Engineer . - o e e w‘ S

L
e




Firejumper Academy - for the Partner SE
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(" Network | [ Visibility & Advanced | [ Cloud, Web &
Seurity . Enforcement Threat Email Security
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